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https://www.egroupware.org/de/
https://www.egroupware.org/en/
https://www.egroupware.org/en/
https://jitsi.org/
https://guacamole.apache.org/
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EGroupware Advertising 
● EGroupware GmbH (D-Kaiserslautern, data centre in D-Frankfurt/D-Karlsruhe) 

offers EGroupware as SaaS solution and On Premises
● E-mail server (with deep integration) included
● Collabora Online, Rocket.Chat-server, Jitsi-server
● Reseller for: Collabora Online-Licences, bbbserver.de, 

Outlook CalDAV Synchronizer

● Version with functional enhancements and support (EPL)
● Support (migration and update support, ...) also for community users
● Organisation consulting
● Special programming, masks, functions, ...

https://www.egroupware.org/de/
https://www.egroupware.org/en/
https://www.egroupware.org/en/products/cloud-services/
https://www.egroupware.org/en/products/installation-on-your-own-server-full-version/
https://www.egroupware.org/en/collabora-online/
https://www.egroupware.org/en/rocketchat/
https://www.egroupware.org/en/videoconference/
https://www.egroupware.org/en/collabora-online/
https://bbbserver.de/
https://www.egroupware.org/en/caldav/
https://www.egroupware.org/en/egroupware-support/
https://www.egroupware.org/en/
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Jitsi and Guacamole in EGroupware
Topics

● EGroupware
● Integration of web applications in EGroupware
● Jitsi (integrated in EGroupware)
● Guacamole (integrated in EGroupware)
● Live

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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EGroupware – What is that?
EGroupware is...

● A standard groupware
● An extended groupware

● A platform for own applications
● An integration platform for web applications 

● Rich in functions
● Many setting options (especially as admin...)

● Overview in the flyer:  EGroupware Community Flyer

https://www.egroupware.org/de/
https://www.egroupware.org/wp-content/uploads/2020/05/EGroupware-Flyer-4-page-English.pdf
https://www.egroupware.org/en/
https://www.egroupware.org/en/
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Modules in EGroupware

InfoLog
(tasks/notes/...)

Calendar

Address book
e-mail

Icons are linked!

https://www.egroupware.org/de/
https://www.egroupware.org/en/
https://www.egroupware.org/en/egroupware-applications/infolog/
https://www.egroupware.org/en/online-kalender/
https://www.egroupware.org/en/egroupware-applications/addressbook/
https://www.egroupware.org/en/egroupware-applications/email/
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Modules in EGroupware
Project manager

Bookmarks

Timesheet

Resources

Tracking system
(Ticket system)

File managersmallPART

Icons are linked!

https://www.egroupware.org/de/
https://www.egroupware.org/en/
https://www.egroupware.org/en/egroupware-applications/projectmanager/
https://www.egroupware.org/en/egroupware-applications/timesheet/
https://www.egroupware.org/en/business-solutions/service-management/
https://www.egroupware.org/en/egroupware-applications/resources/
https://www.egroupware.org/en/business-solutions/document-management/
https://www.egroupware.org/en/smallpart-video-supported-learning-and-teaching/
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Modules in EGroupware

Chat 
(Rocket.Chat)

Video conference
(Jitsi)

Remote Desktop
(Guacamole)

Discourse?

BBB?Icons are linked!

https://www.egroupware.org/de/
https://www.egroupware.org/en/
https://www.egroupware.org/en/rocketchat/
https://bigbluebutton.org/
https://www.discourse.org/
https://www.egroupware.org/en/videoconference/
https://www.egroupware.org/en/guacamole/
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Integration of web applications
So far integrated:

● (Collabora Online / CODE)
● Rocket.Chat
● Guacamole

Collabora Online is installed in a standard installation if not explicitly 
suppressed.
Rocket.Chat and Guacamole can be installed later:
GitHub Wiki: Installation Rocket.Chat Installation Guacamole

https://www.egroupware.org/de/
https://github.com/EGroupware/egroupware/wiki/Rocketchat-Integration#Installation
https://github.com/EGroupware/egroupware/wiki/Apache-Guacamole-managed-by-EGroupware
https://www.egroupware.org/en/
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Integration of web applications
Integration possibilities of web applications:

● Integration as iframe
● Integration as iframe + authentication with OpenID/OAuth2
● Integration as iframe + authentication with OpenID/OAuth2 + more
● ...

... your own application?

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Integration of web applications
Iframe?

An area of a website that embeds another website (or parts of it).
The contents are isolated from each other!

Since embedding "foreign" content is always a security risk, the 
embedding application (ECW) must explicitly allow the application to 
be embedded.
The embedding application must also allow the integration.

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Integration of web applications
OpenID/OAuth2?

Standard for the authentication of (distributed) web applications to 
realise Single Sign-On (SSO).
Data exchange via the interface is also possible.

An OpenID/OAuth2 server is integrated in EGroupware and allows 
systems to authenticate themselves against the user database of 
EGroupware. EGroupware in turn can authenticate against AD, Mail, 
LDAP, Shibboleth, ...

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Integration of web applications
Requirements

In order to "embed" applications in EGroupware as an app, the 
application must allow to be embedded as iframe.

For an SSO the application must be able to handle OAuth2.

The application must be accessible from the (user browser) location. 

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Integration of web applications
Example:
Proxmox as App 
in EGroupware

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Integration of web applications
Post installation Guacamole (and Rocket.Chat)

Will be reinstalled per installation package on the EGroupware host:
HTTP_HOST=Example.org apt install egroupware-guacamole

● Config reverse proxy (https://example.org/guacamole)
● Installation Docker Container from dockerhub.com 
● Configuration EGroupware

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Integration of web applications
Example:
Configuration masks Guacamole as app in EGroupware with Auth

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Integration of web applications
Example:
Configuration mask Proxmox as app in EGroupware

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Integration of web applications

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Integration of web applications
Resource requirements full installation EGroupware with Collabora Online, 
Rocket.Chat, Guacamole and data

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Integration of web applications
The applications provided on the host (Rocket.Chat, Guacamole) can 
also be called directly through the reverse proxy:

https://example.org/guacamole/#/client
https://example.org/rocketchat

Thus, these applications can be linked directly to a user or made 
available as a web app.

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Integration of web applications
Security

● 2FA: Google-Authenticator (or other App), in EPL also U2F-Key, can 
be switched off for the local network

● SSL: EGroupware is naturally operated via https...
● Brut-Force: Blocking of access (user/IP) after unsuccessful access 

attempts

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Jitsi
Jitsi is an open source video conferencing solution based on the WebRTC 
standard. Jitsi can be installed/hosted by the user or purchased as SaaS from 
a trusted provider.

● The most important functions include
● Audio and video conferencing,
● Desktop Sharing
● Chat

● Password protection
● Telephone dial-up (if integrated)
● Recording of conferences

https://www.egroupware.org/de/
https://jitsi.org/
https://www.egroupware.org/en/
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Jitsi
Installation possibilities
Jitsi can be installed on Debian/Ubuntu servers, run as a docker container or 
you can install all components manually.
There are some good installation guides available on the net.
By running it yourself you can influence the privacy settings and the 
technical settings.

Clients
A web browser is used on Linux, Apple and Windows desktops (no app/plug-
in required). Apps are available for iOS and Android mobile devices.

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Jitsi
Jitsi conference without own Jitsi server
Free public Jitsi servers are often offered. There are some lists:

Jitsi Meet Instances
https://github.com/jitsi/jitsi-meet/wiki/Jitsi-Meet-Instances
CCC list of free servers
https://pads.ccc.de/jitsiliste

The Jitsi project itself provides a server at https://meet.jit.si/.

https://www.egroupware.org/de/
https://github.com/jitsi/jitsi-meet/wiki/Jitsi-Meet-Instances
https://pads.ccc.de/jitsiliste
https://meet.jit.si/
https://www.egroupware.org/en/
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Jitsi
  

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Jitsi in EGroupware
Configuration

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Jitsi in EGroupware
Ad-hoc calls from the 
status sidebar

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Jitsi in EGroupware
Scheduled video 
conference with 
invitation of external 
participants

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Jitsi in EGroupware
Result:

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Jitsi in EGroupware
More about Jitsi and the integration into EGroupware in the flyer:
https://www.egroupware.org/wp-content/uploads/2020/11/EGroupware-Flyer-Jitsi-EN.pdf

Category Videoconference in the Forum:
https://help.egroupware.org/c/apps/videoconference

https://www.egroupware.org/de/
https://www.egroupware.org/wp-content/uploads/2020/11/EGroupware-Flyer-Jitsi-EN.pdf
https://help.egroupware.org/c/apps/videoconference
https://www.egroupware.org/en/
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Apache Guacamole
Apache Guacamole TM (hereinafter only Guacamole) is a clientless 
remote desktop gateway.

This gateway accesses desktops/terminal servers/consoles via VNC, 
RDP or SSH on one side and makes them available in a browser on 
the other side.

Clientless means in this case that no software has to be installed on 
the PC/tablet or a browser add-on. You only need a browser!

https://www.egroupware.org/de/
https://guacamole.apache.org/
https://www.egroupware.org/en/
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Apache Guacamole
Possible applications

● Home office (work at home) for "office workers“
● Access for IT admins (customer systems ...)
● Training on systems
● In-house access to server systems
● Access for students to laboratory systems
● ...

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Apache Guacamole
Functions

● Distribution Desktops/Console
● Distribution Applications
● Remote Print (opens PDF on the client)
● Exchange directory
● Clipboard
● Audio
● Screen recording
● (Wake-on-Lan)
● ...

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Apache Guacamole in EGroupware
Guacamole stores its configuration in a database.

In this case we use this and configure Guacamole so 
that the data in the EGroupware-DB is stored in newly 
created tables:

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Apache Guacamole in EGroupware
Users and groups are made available to Guacamole via database view: 

The guacamole data is therefore also included in the EGroupware own 
data backup!

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Apache Guacamole in EGroupware
The execution rights for the Guacamole app are assigned to users/groups in 
EGroupware similar to the standard modules.

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Apache Guacamole in EGroupware
Connections

In connections, connection data to the client and parameters are saved.

The connections can be set up in Guacamole, but also in EGroupware. We 
have provided the essential parameters in a mask (as shown above).

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Apache Guacamole in EGroupware
Connections

Parameters and
Rights

https://www.egroupware.org/de/
https://www.egroupware.org/en/


  

www.egroupware.org 46Kielux 2020

Apache Guacamole in EGroupware
Example

Debian Desktop in 
the browser as 
iframe within 
EGroupware

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Apache Guacamole in EGroupware
Open as new browser window
=> F11

=    full screen (on second monitor?)

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Apache Guacamole in EGroupware
Topic Resolution

During RDP sessions, the browser reports the size of the area to the RDP 
server. To get a sharp picture, it is therefore necessary that neither the web 
browser nor the client operating system is scaled.

If nothing is scaled, you will get a sharp image. This differs in full screen 
mode, even in speed, hardly from a local desktop.

Different, fixed resolutions can be configured in the connection.

See also: Guacamole - Advanced Administration and Tips 1

https://www.egroupware.org/de/
https://help.egroupware.org/t/uk-guacamole-advanced-administration-and-tips-1/74910/1#skalierung
https://www.egroupware.org/en/
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Apache Guacamole
In the forum https://help.egroupware.org/c/apps/guacamole
a lot of information about guacamole is documented in several 
articles:

Information/Help about Guacamole
Apache Guacamole - The integration into EGroupware
Guacamole - Connections and use
Guacamole - Advanced Administration and Tips 1

Guacamole - Advanced Administration and Tips 2 (In progress)

https://www.egroupware.org/de/
https://help.egroupware.org/c/apps/guacamole
https://help.egroupware.org/t/uk-information-help-about-guacamole/75276
https://help.egroupware.org/t/uk-apache-guacamole-the-integration-into-egroupware/74734
https://help.egroupware.org/t/uk-guacamole-connections-and-use/74782
https://help.egroupware.org/t/uk-guacamole-advanced-administration-and-tips-1/74910
https://www.egroupware.org/en/
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 Guacamole
Forum

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Jitsi and Guacamole in
EGroupware Live

=> in the video after the 
slides

https://www.egroupware.org/de/
https://www.egroupware.org/en/
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Jitsi und Guacamole in EGroupware

Many thanks for your interest !

Contact: su@egroupware.org

Community Forum: help.egroupware.org

https://www.egroupware.org/de/
mailto:su@egroupware.org
https://help.egroupware.org/
https://www.egroupware.org/en/
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